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1. OBIIUE IMMOJIOXKEHUSA IO YIIPABJEHUIO HH®OPMAIIMOHHOM
BE3OITACHOCTBIO

1.1. Tepmunbl, onpeaejaeHusi U COKpPalleHNsI

Tepmun Onpenesenue
AKTHUB [Ipou3BosibHBI  OOBEKT, MPEIMET WIM CYIIHOCTh, KOTOPBIE HMEIOT
OTEHIMAIBHYIO WK (PaKTHUECKYIO0 LIEHHOCTh Juist O0mecTBa
WNudpopmanoHHbII PazHoBUIHOCTE  aKkTHBa, IMpeAcTaBisOmas  coboil  MHpOpMaIHIO
pecypc Ha MaTepUaJIbHOM HOCHUTEIIE
AnmuHHCTpaTOp PaGotHuk OOmiecTBa, HaJAENEHHBIH @paBaMU  aJMHHUCTPUPOBAHUS

MH(POPMAIIMOHHBIX aKTHBOB, B 0053aHHOCTH KOTOPOTO BXOST MOAJCPKKA
HEOOXOAMMBIX  3alllUTHBIX Mep U  o0ecrneueHue  MCIOJIb30BaHMS
MH(POPMAIIMOHHOTO pecypca B COOTBETCTBUH C TPEOOBAHUSAMH BIIA/ICTIHIICB
9TUX PECYPCOB

busznec-mipouecc (BII)

Cucrema  TOCIICJIOBATEIBHOW,  IIETICHANPABICHHOW  JIEATEIHHOCTH,
HEOOXOIMMOM JIJIsl OCYIIECTBICHUs Ou3Hec-nmoTpedbHocrer O0mecTra

Bruanemern PaGorunk OOmecTBa, HAmeNEHHBIM IMOJIHOMOYHAMH M OTBEYAIOMIAN

MH(POPMALIMOHHOTO 3a YyTBEP)KJEHHUE IPaB JOCTyNa K aKTUBY B COOTBETCTBUHU C MPUHIIMIIOM

pecypca (akThBa) MTPOU3BOJICTBEHHOM HEOOXOIUMOCTH

Bpenonocnoe 110 KomnbroTepHast mporpamma Jjub0 HMHas KOMIBIOTEpHas HHQopManus,
3aBEJIOMO IpeJHa3HAUYCHHBIE JUIsI HECAaHKIIMOHMPOBAHHOTO YHHUYTOXCHUS,
0JI0KMpPOBaHUS, MOIU(UKAIIMH, KOTUPOBAaHUS KOMIIBIOTEPHOU MH(OpMaIK
WM HEUTPATM3aIiK CPEJCTB 3aIIUTH KOMITBIOTEpHOU HHPOpPMALIUN

JleMuiutapu3oBaHHas CerMeHT BBIYMCIMTEIBHON CETH, SBHO BBIICICHHBIN JUIsl pa3MeleHHs

30Ha ([IM3) CEpBHCOB, OTBEYAIOLINX HA 3alpockl U3 ceTu MHTepHeT, U OrpaHuYeHHbIN
B JIOCTYII€ K OCHOBHBIM CETMEHTAM CETH C MIOMOLIbIO MEXKCETEBOr0 IKpaHa

JoctynHoCTh CpoiicTB0 uH(pOpMaluu, KOTOPOE XapakTepusyercs obOecreuyeHueM

uHpopMauu OeCIpernsTCTBEHHOTO M CBOEBPEMEHHOTO JIOCTyNna K HeH CyObeKToB,
MMEIOIIKX Ha 3TO MOJHOMOYHSI.

WNudopmanronnas CocrosiHMe 3aIIMIIEHHOCTH HHTepecoB (uenei) OOmecTBa OT yrpos

6e3onacuocts (UB)

B nH(popMalMoOHHON cdepe, a TakkKe coxpaHEeHHE KOH(UACHIINAIbHOCTH,
LIEJIOCTHOCTU U IOCTYITHOCTU MH(OPMALIUU

WNudopmannonssle
texHosnoruu (UT)

[Ipoueccel,  MeTOABI  TOWCKA, cOOpa,  XpaHEHUS,
MPEeAOCTaBIICHUs,  pacmpocTpaHeHus  uHpopmanuu U
OCYIIECTBJIEHUS TAKMX MPOIIECCOB U METOJIOB

00paboTKH,
CIIOCOOBI

20500070193 41
MH(OPMAaLMOHHOM
0€e30MacHOCTH

OAHO WM HECKOJbKO HEXKEeJIaTeNbHbIX COOBITHI HHPOPMAIIMOHHOM
0€30IaCHOCTH, C KOTOPBIMU CBSi3aHA BEPOSTHOCTb HAHECEHUs yuiepoa
JOCTYTHOCTH, LEJIOCTHOCTH WJIM KOH(QUICHIMAIBHOCTH WH(pOpMaluHy,
XpaHUMON U o00pabaThiBaeMON B JIOKQJIbHON BBIYMCIMTEIBHON CETH
O01ecTBa

UT-undpactpykrypa

CoBOKynmHOCTh MH(OPMALIMOHHBIX TEXHOJIOTUH W TEXHUYECKHX CPEJICTB,
o0ecneunBaIIMUX XpaHeHne, 00paboTKy U nepenady uHGopMaluu

KommMmepueckas Talina

Pexum  KOH(QUACHUMAIBHOCTH  MHPOpPMALMM,  MO3BOJSIOMMUN  ee
oOjanarenio MpH CYIIECTBYIOIMIMX MM BO3MOXKHBIX OOCTOSITENHCTBAX
YBEIUYUTh JIOXOJbl, W30€KaThb HEONpaBJaHHBIX pPacXOJ0B, COXPAaHUTbH
MOJIO)KEHHE Ha pBIHKE TOBApOB, paboOT, YCIYr WIH MOJYYUTh HHYIO
KOMMEPUYECKYIO BBITOY

KonTparent

IOpunnueckoe  wimm  ¢usmveckoe  JUIO, ucnosp3yromee  UT-
unoppactpykrypy OOO «PMK-ApeHa» mpu HCHOTHEHHH TIpPakJaHCKO-
MPaBOBOIO J0roBopa (MOAPSIYMK, IMOCTABIIMK, MapTHEP, KOHCYJbTAHT,
CTa)kep, MPaKTHKAHT U T. J1.)




KonduaenmmanpHOCTH

CpoiicTBo HH(MOpMAIMK, KOTOPOE XapaKTEpU3YeTCs COXpaHCHHEM ee

nHdopManuu B TallHE OT CYOBEKTOB, HE MMEIOIIMX MPaB Ha JOCTYII K HEl

JlokanbHas Yacte UT-undpactpykrypsl OOmiecTBa, HCHojb3yemas s Iepeaadu
BBIYMCIIUTEINIbHAS CETh nHpopManuu

(JIBC)

Me:xceTeBou dKpaH,
Firewall

[IporpaMMHBIii  winM  nporpaMMHo-anmnapaTHblii  aseMeHT  JIBC,
OCYILECTBIISIOUIMA KOHTPOJIb M (UIBTPALMIO MPOXOJSILEro 4epe3 Hero
CeTeBOro Tpaduka B COOTBETCTBUU C 33JaHHBIMH ITPABUIIAMHU

Hapymmurens CyOnBexT, peanu3youuil yrpo3sl HHGOpMaIMOHHON 0€30MacHOCTH
HCJT HecankiimonnpoBaHHbIN 1OCTYIT

HOII HexBanmuduuupoBaHHas 351eKTpOHHAs! TOMTUCH

OO6miecTBO 000 «PMK-Apena»

OHepaHI/IOHHaﬂ CHCTEMA
(OC)

Kommneke B3aUMOCBS3aHHBIX [Iporpamm, IpeAHa3HaYEHHbIX
JUIs YIIPABIICHUs pECypCaMyu KOMIIBIOTEpPA U OpraHU3aluy B3auMOACUCTBUS
C I0JI30BATEIIEM

[Tapons CpencTBo NpOBEPKU JIMYHOCTH IOJIB30BATENS JJI JIOCTyIa K pecypcam
JIBC, oGecneunBaroiiee UACHTUPHUKALMIO U ayTeHTU(UKALIMIO HA OCHOBE
CBEICHUI, U3BECTHBIX TOJBKO MOJIb30BATEIIO

IIporpamMmmHoOe IIporpaMMa mwiIM MHOKECTBO IPOTPAMM, MCIOJIb3YEMBIX Ul YIPABICHUS

obecnieuenue (I10) 3BM

[TonnTuka [TonnTuka MH(POPMALIMOHHOM 0€30I1aCHOCTH, YTBEPKICHHAS
PykoBoaurenem OO0 «PMK-Apena»

[Tons3oBarens JIuno, rpynna Jul WM OpraHU3alysi, UCHOJIb3YIOLIe NH(POPMALlMOHHbIE
akTuBbl O0ILIECTBA B LIEJISAX PELICHUS 33/]1a4, OTHECEHHBIX K MX KOMIETEHIIUH

[1911 [Ipocras 3:meKTpoHHas MOANUCH

Pernament Pernament ucnonb3oBaHus MHGOpMaMOHHBIX pecypcoB OO0 «PMK-

Apenay (maHHBII JOKYMEHT)

Puck undopmannoHHoi

CoObiTHe uHGOPMaIMOHHON Oe3omacHoOCTH, UMeroIIee JIBE

0€30MacHOCTH XapaKTEPUCTHKU: BEPOSITHOCTh HACTYIJIEHUS COOBITUS U yIIepO BCIIEICTBUE
HACTYIUIEHUS 3TOrO COOBITHUS

C31 CpenctBa 3amuThl HHGOpMaLIUK

CK31 CpenctBa kpunrorpapuueckoi 3aliuTbl THPOpMaUU

VYrposa @DaKTOp UM COBOKYMHOCTh (PAKTOPOB, CO3/IAIOIINX ONMACHOCTh HApYyIICHUS

MH(OPMALIMOHHON LE€JI0CTHOCTH, JOCTYIHOCTH U (WJIN) KOHPUAESHIUATbHOCTH HHPOpMALIUU

0e30macHOCTH

YUb VYrupasnenue uHPOPMAIMOHHON  OE30MaCHOCTH  KOMIIAHWHU-TIAPTHEPA,
okasbiBatoied OOIIeCTBY Ha OCHOBAaHMM JIOTOBOPA KOHCYJIbTAllMOHHBIE
yCIyTu B 00J1acTH MH(OPMAITMOHHOM 0€301MacHOCTH

YUT COOTBETCTBYIOIIME TOAPA3AECIECHUS KOMIIAHMH-TIAPTHEPA, OKa3bIBAIOIIEH
OOmiecTBy Ha OCHOBAaHHUHM JOTOBOpa yCIYr'H B 00JacTH MH(OPMAIIMOHHBIX
TEXHOJIOTHI

VYa3BUMOCTB Cnaboe mecTto B MH(POPMALMOHHOM CHCTEME, KOTOPOE MOXKET HMPUBECTH
K HapyIIEHUIO 1E€JOCTHOCTH, JOCTYIMHOCTH WM KOH(PHUACHLIHUAILHOCTU
uHpOopMaIMU

[enocTHOCTH CpoiicTBO HMH(OpMaLMK, KOTOPOE XapaKTepu3yeTrcs oOecleyeHHeM ee

uHpopMau JIOCTOBEPHOCTH U MTOJIHOTHI

Security information and
event management
(SIEM)

Knace mporpaMMHBIX TIPOTyKTOB, MTpeIHA3HAUYCHHBIX ISl cOOpa U aHaIm3a
nH(pOpMAaIUU O COOBITUSAX OE30MACHOCTH




RAID N30bITOUHBIA MAacCUB HE3aBHCHUMBIX (CaMOCTOATENBHBIX) JTHUCKOB —
TCXHOJIOTUA BUPTyAJIU3aAllUW JAaHHBIX IJId 06'beIII/IHeHI/ISI HECKOJIbKUX
(U3NYECKHUX JUCKOBBIX YCTPOUCTB B JIOTHYECKUN MOJIYJIb JUTSI TIOBBIIICHHS
OTKa30y0TOI>'I‘IHBOCTH I/I/ WJIW ITPOU3BOANTCIIBHOCTHU

RAT YTUIUTHI yAQJICHHOTO YIIpaBiIeHUs (aIMHUHUCTPUPOBAHUS)

VLAN (BuprtyanbHas TexHonorus, No3BOJSAIOMIAs TPOU3BECTH IPYIIIUPOBKY HECKOJIBKUX CUCTEM
JIOKaJbHAs B BBIJICJICHHYIO CEeTh 0e3 (pU3M4ecKOoro OTIEeNIeHHs 3TUX CUCTEM OT 00Iei
KOMIIBIOTEpHAsI CETh) ceTu

VPN (BuptyanbHas TepputopuaibHO pacnpeqelieHHas KOpIOopaTHBHAsl JIOTUYECKass CeTb,
4JacTHas CETh) co3maBaemas Ha 0Oa3ze yXKe CYyNIECTBYIOUIMX ceTed  (JOKaJbHBIX

KOPIIOPAaTHUBHBIX CETEBBIX CTPYKTYp, CETeH CBs3M OOLIEro IOJIb30BAHUS,
cetu VHTEpHeT, ceTell CBSA3M OIEPAaTOPOB CBSI3U), MMEIOLIAs CXOJHBII
C OCHOBHOM CeThbi0 HabOp YCIyr M OTJIMYAIOLIAsCs BBICOKUM YPOBHEM
3aIUUTHI JAHHBIX

1.2. Hasuauenwue u 00J1acTh geiicteus Periiamenra
1.2.1. Ilens Permamenta

Llenpto Permamenta sBrsieTcst wWCmonHeHWE mosokeHUil  llomuTtukn  mHGOpMAMOHHON
0€30MMacHOCTH B YacTU perynupoBanus ucnoibzoBanusi UT-undpactpykrypst O0miecTBa KOHTpareHTaMH.

Pernament paspaboran ¢ y4yeToM TpeOOBaHUM  3aKOHOJATEIHCTBA, MEXIYHAPOIHBIX
Y HaIIMOHAJBHBIX CTAHIAPTOB, a TAKXKE JIYUIIUX MIPAKTUK B 00J1aCTH HH(DOPMALIMOHHON O€30MacHOCTH.

TpeboBanus nanHoro Permamenta MOTyT OBITh YCHUJICHBI WIIM OCTA0JIEHBI B K&KIOM KOHKPETHOM
clly4ae Ha OCHOBE pe3yibTaToB oneHKH puckoB Ub pabotHukamu YUb.

1.2.2. O6nacts nelicrBusa Perimamenta

Hacrosimuit  Permament mnpumensiercs Ha ypoBHe OOmectBa M HpuU  B3aUMOJECHCTBUU
C KOHTpareHtamu, ucnoib3ytommmu UT-undppacrpykrypy Ob1ecTsa.

TpeboBanus PernamenTa sBASIOTCS 00s3aTEIbHBIMU JUUIsI MCIIOJTHEHUS KOHTPAareHTaMH B MEPUOJ]
ucnions3zoBanust UT-undppactpykrypel OOmiectBa. COOTBETCTBYIOIIME TOJIOKEHUSI JIOJDKHBI  OBITh
BKJIFOUYCHBI B 00513aTENILCTBA KOHTPAr€HTA 10 JIOTOBOPY (IIPUIIOKEHUE).

TpeboBanus nanHHOTO PernaMenTa NpUMEHSIOTCS KO BCEM TEXHOJIOTUSAM, KOMITbIOTEPHOI TEXHUKE,
CeTsM, NPUIOKEHHUSM, aBTOMAaTU3UPOBAaHHBIM M ONEpallMOHHBIM cucTeMaM OOmiecTBa, K mIpoleccam
aJIMMHHUCTPUPOBAHUS, COIIPOBOXK/ICHHUS U HCIIOIb30BaHMs MHPOpMaIMOHHBIX crcteM OO1iecTsa.

Hcnonb3oBanue uH(OpMAMOHHBIX akTHBOB OOmiecTBa, BHE 3aBUCHUMOCTH OT  IIeJH,
aBTOMATUYECKH HAKJIAIbIBAET OTBETCTBEHHOCTh M0 COOJIOJEHUI0 TpeOOBaHUM, MPETyCMOTPEHHBIX
JaHHBIM PerinaMeHToMm.

1.3. CooTBeTcTBHE 3aKOHOIATEILCTBY

1.3.1. JleATeNBHOCTh KOHTpareHTa IO OOECHeYeHHI0 WH(POPMAIIMOHHON O€30MacHOCTH JOJDKHA
COOTBETCTBOBATh TPEOOBAHUSAM JCHCTBYIOIIETO 3aKOHOIATEIHCTBA.

1.3.2. KoHTpareHT J0KEH UMETh COOTBETCTBYIOIINE JIMIICH3UHM HA BHJIBI JICATEIIBHOCTH 110 00paboTKe
U 3aimTe MH(OpMaIMU, OIpeeieHHbIEe NEeHCTBYIONIMM 3aKOHOJATENLCTBOM KaK TMOJIeKaIIHe
JTUTIEH3UPOBAHHUIO.

1.3.3. Hcnonb3oBaHue KOHTPAreHTOM 0OBEKTOB aBTOPCKOTO MpaBa U HHTEIUIEKTYaTbHONW COOCTBEHHOCTH
JIOITYCKAETCSl TOJBKO TPH HAIWYMKM HWCKIIOYHATEIBHBIX TPaB MM HAa OCHOBAaHWHM W B paMKax
JUIEH3UOHHBIX COTTIAIIEHUH C UX TPaBo0OIaIaTeIsIMHI.

1.3.4. OOpaboTka TMEPCOHATBHBIX JAHHBIX JOJDKHA OCYIIECTBISATHCS KOHTPAreHTOM B COOTBETCTBHH
¢ TpeOOBaHUAMHU JEHCTBYIOIIETO 3aKOHOAATEIHCTBA U 3aKITFOYEHHOTO JI0TOBOPA.



1.3.5. UHdopManmoHHBIE CHUCTEMBI KOHTPAreHTa [OJDKHBI PETYJSIPHO TPOBEPITHCA Ha MpEaMeT

2.1.

2.2.

2.3.

cooTBeTcTBUS TpeboBaHusM OO1iecTBa B 001acTH HHOOPMAITMOHHON 0€30IacCHOCTH.

POJIM U OTBETCTBEHHOCTbH 3A OBECHHEYEHUE WH®OPMALIMOHHOM
BE3OITACHOCTH

IIpencraBuTe/ i KOHTPAreHTOB

KoHTpareHTsl B pamMKax McnoJiHeHus: TpeboBanuii PersiaMenTa HecyT OTBETCTBEHHOCTD 34!
03HAKOMJICHHE TOTYMHEHHBIX PaOOTHUKOB, UCIIOIIHUTENEH ¢ TpeOoBaHusIMH Pernamenra;
BBINIOJIHEHHE TpeOoBaHuil Pernamenra;

KOHTPOJIb BBIITOJIHEHUS TTOJYMHEHHBIMU pa0OTHUKAMU, UCTIOJHUTENSIMU TpeboBanuii Perinamenra,
coneiictBue mpencraButesnsmM OOmiecTBa B CIIyKEOHBIX pacciieJOBaHUIX MO (akTaM HapyLICHHS
TpeboBanuii Ub;

CBOCBPEMEHHOE  TIPEOCTaBICHUE  TPeOyeMbIX  JOKYMEHTOB W  HMHOH  WHGpOpMaIUU
YIIOJIHOMOYEHHBIM TpezcTaBuTeasiMm O0iecTna.

Yupagsiienue nHpOpMAIMOHHON (6€30MaCHOCTH

PaGornuku YUbB B pamkax ucnosHeHus: TpeOoBaHuii PernamenTa HECyT OTBETCTBEHHOCTD 3a:
COTJIACOBaHUE JIOCTYIIA IPECTaBUTENISIM KOHTpareHToB K M T-undpactpykrype ObmiecTBa;
pa3paboTKy Mep, HOPMATHBHBIX JOKYMEHTOB M TEXHUYECKHX PCIICHUH, HaIpaBICHHBIX
Ha MUHUMM3aLMI0 puckoB Ub;

uneHtudukanuio u aHanus yrpo3 Ub, ucrounukos yrpo3 Wb, ysa3Bumoctelt HHPOpPMAIIMOHHBIX
pecypcoB, pUCKOB peasin3anuu yrpo3 Ub;

MOHHUTOPHHT XyPHAIOB HH(POPMAIIMOHHOM 0€301acHOCTH (KYPHAIOB CETEBBIX COOBITHH, JCHCTBHIA
MOJIb30BaTeNe M aJMUHUCTPATOPOB HH(MOPMALMOHHBIX CHCTEM, >XYpPHAJIOB AHTUBHPYCHBIX
npuioxxenuit), SIEM-cucrem u . 11.;

BBISIBJICHUE, OPTAHU3AIMIO PACCIICIOBAHUS U JIMKBUIALNIO HHIIMAEHTOB Ub;

KOHTPOJIb HCTIOJHEHUS TPEJCTABUTEISIMU KOHTPAreHTOB TpeOoBaHui PermameHta W MHBIX
HOpPMAaTHBHBIX TOKyMeHToB Ob1mecTBa B o0actu Ub;

corJIacoBaHUE UCKIIOUeHUH u3 obnactu aeiictsus [loauTrku nHPOpMaMoHHON 0€e3011acHOCTH;
OCYIIIECTBJIEHNE KOMMYHHUKAIIMU C KOHTparentamu 1o Borpocam Mb ot umenn ObmiecTsa.

Ynpasienue HHGOPMAIHOHHBIX TEXHOJIOTH I

Pa6ornuku YUT B pamkax ucnogHeHus TpeboBanuii PernmaMenTa HeCyT OTBETCTBEHHOCTD 3a:
npegocTaBiieHne KoHTpareHtam goctyna k UT-undpactpykrype OOmiecTBa mocie MoaydeHUs
corijacoBanus YUDb;

koH(puryparuio U T-aktuBoB O61iecTBa B COOTBETCTBUU ¢ TpeboBanusimu 1b;

peanu3anuio TpeboBaHU uHpOpManMoHHONW Oe3onmacHocTd B UT-mpoekTax mO pa3BUTHIO
nH(POPMAITMOHHON MH(PPACTPYKTYpHI, a TaKKe MO pa3pabOTKe W BHEAPECHUIO WH(POPMAIMOHHBIX
CUCTEM;

peanu3anno KOPPEKTUPYIOLIUX MEPOIIPUATHH 10 pe3yapTaram ayaura Ub;

MpeIoCTaBlieHne TPeOyeMBbIX TOKYMEHTOB M WH(GOpMAlMU N7 MPOBENSHUS HICHTU(DUKALNUN
U OLICHKH pucKoB 1b;

COJICHCTBHUE B pacciieJOBaHUH UHIIUIECHTOB HH(OPMAIIMOHHON OE€30MaCHOCTH.




2.4. Tloapa3zaenenue-kyparop O0mecTBa, 0OTBETCTBEHHOE 32 3aK/II04YeHHe I0T0BOpPa

PykoBoauTens noapaseneHus-Kyparopa i OTBETCTBEHHbIE HCHOIHUTENN 110 IOTOBOPY B PAMKAX
UCTIONHEHUs TpeboBanuii PernamMenTa HECYT OTBETCTBEHHOCTb 3a:

J BKJIIOYCHHE TOJIOKEHUH O coOnojeHnn TpeOoBanuid PeriiaMeHTa M OTBETCTBEHHOCTH 32 HUX
HapyleHue (B COOTBETCTBUHU C MPUIIOKEHUEM) BO BCE JOTOBOPBI, TOMOJIHUTEIIBHBIE COTTIAllCHHS
U MHbIE  JOKYMEHTBI, YCTaHABIMBAIOIIME KOMMEPUYECKHE OTHOIIEHUS CTOPOH,  €CJH
B3aMMOJIEIICTBHE CTOPOH Ipeanoiaraer noiaydenue pocryna k UT-ungppacrpykrype O6mectBa
B KakoM-T100 Bujae (mMpuObITHE TpeACTaBUTENs] KOHTpareHta Ha o0wvekT OOmecTBa
JUI IpOBe/IeHUs paboT, NOJyUYeHHE YJAIEHHOIO 10CTyNa U T. 1.).

2.5.  OTBeTcTBEHHOCTH 3a HeucnoJaHeHue Periiamenra

Hapymienne koHTpareHTOM TpeOoBaHui PerimamenTa MokeT OBITH BBIpaXEHO Kak B (opme
NENUCTBUS, TaK U O€3IEUCTBHU.

Hapymienne wiuM  HEBBINOJHEHHE  KOHTpareHTOM  TpeboBanuii  Periiamenrta  siBnsieTcs
HEHAJJISKAIIUM HCIIOJHEHUEM JIOTOBOPHBIX 0053aTENIbCTB W BIEYET 3a COOOM TOCIEJICTBUS B BHJIEC
MPUMEHEHUS K KOHTPAreHTy CaHKIIUii, a UMEHHO:

. npenocTepekeHns (TpeOoBaHMs PEKPAaTUTh HApyIICHHWE IOJNOXKEHHH Permamenta B CpoOK,
yka3aHHbIi OOIIECTBOM);

J mrpada B pasmepe 200 000 (aBectu ThICSY) pyOnel 3a KakIpld (akT HAPYLICHUS WU
HEBBINOJIHEHHs TpeOoBaHuii Periamenra,

. PacTOpIKEHHUsI IOTOBOPA.

B cnywyae HeBbImonHeHHUs TpeOOBaHMM NPeNOCTEpeKEHUsl (HE YCTPAHEHHUS BBISIBICHHOTO
HapyIleHUs)) B yKa3aHHBbIH CPOK, B Clyyae BBIABJICHUS IOBTOPHOIO HapylIeHUs TpeOOBaHUIi
Pernmamenra, a Takke B ciiydae, Korja yuiepO, BBI3BaHHBIA JaHHBIM COOBITHEM, MPEBBICKII OJIUH
MWIUIMOH pyOnel, OOmiecTBO BIpaBe B OJHOCTOPOHHEM BHECYIEOHOM MOPSAIKE OTKa3aThCs
OT HCIIOJIHEHUSI JIOTOBOpA, 3aKJIIOYEHHOTO C KOHTPAareHToM, M IOTpedoBaTh KOMIIEHCAIUU
BBI3BaHHBIX MpPEKpallleHheM J0roBopa YObITKOB. JloroBop OyaeT cuuTaThCs MpeKpalieHHBIM
¢ MOMeHTa HamnpasyieHus: O0IIeCTBOM B aJipec KOHTpAreHTa yBeJOMJICHHS 00 OTKa3e OT JOTOBOPA;
. 3anpera JajdbHeHIINX KOMMEpPUYECKUX OTHOIIEHUH ¢ OOILIEeCTBOM (BHECEHUE B «UEPHBIN CITUCOKY).
Buj npumeHsieMbIX CaHKIMH B Ka)KJIOM Cllydae olpesiessieTcsi Ha OCHOBaHUU peuteHus OOmiecTBa
U B COOTBETCTBUU C TOJIOKEHHUSIMH JOTOBOPOB, JOMOJHUTEIBHBIX COIVIAIEHUM M MHBIX JOKYMEHTOB,
perimaMeHTHPYIOIUX OTHOLIEHHs KOHTpareHTa u OomiecTsa.
B cnyuae BbisgBiaeHMs (akTa HapylleHHs WIM HEBBINOJHEHUsS TpeboBaHuil Permamenta
corpyaHukamu YWD cocraBisiercst akT, B KOTOPOM (PUKCHPYIOTCS:
JlaTa ! BpeMs HapyILIEHUS;
OIHCaHKE BBISIBIEHHOT'O COOBITHS;
HOMepa MyHKTOB PeryiamMenTa, KOTopble ObUIM HAapyIIEHbI UM HE BBIITOJIHEHBI,
JUI0, AOMYCTHBILIEE HApYIlIEHUE WIN HEBbINOIHEHHEe PeriiamenTa;
CPOK yCTpaHEHUS BBISIBJIEHHOTO HapyIIEHUS;
nocyencTBus (yiep0), BEI3BaHHBIC JaHHBIM COOBITHEM,
CaHKLHS, KOTOpast MOJIEKHUT MPUMEHEHHUIO K KOHTPAreHTy.
OK3eMIUISIpbl aKTa HaIIPaBIIAIOTCS KOHTPAreHTy W PYKOBOJUTENO MOAPa3/IeICHUI-KypaTopa,
OOmiecTBOM MNpUHUMAETCA pELIeHHe O Xapakrepe (BHUJE) CAaHKIMA B OTHOIIEHHH KOHTpareHTa,
JOTIYCTHUBILIETO HapyLIEHUE UM HEBBINIOJHEHUE Pernamenra.
KonTpareHT 00513aH B CpOK, YKa3aHHBIN B aKTe, YCTPAHUTh BHISIBJICHHbIC HAPYIICHUS U HAIIPAaBUTh
B agpec OOmecTBa oTBeT 00 ycTpaHeHHWH HapyiieHus. HapyiieHue KOHTpareHToM TpeOOBaHMH aKTa
B YaCTU CpOKa YCTpPAHEHMsI HApYILIEHUS SBISETCS OCHOBAaHUEM MJiIi MPUMEHEHHs JAPYTUX CaHKIIMH
B COOTBETCTBUU C PernameHTom.
B cniydyae npuMeHeHus mTpapHbIX CAaHKIMNA CPOK OIIaThl cocTanisieT 10 pabounx AHEH ¢ MOMEHTa
MOJTyYeHHUsT KOHTPAreHTOM akKTa O BBIABJICHHOM HapylleHHH. B ciiyuae oTcyTcTBUS OIUIaThl ITpada



OO6miecTBO ocTaBisgeT 3a Cco0OM TpaBO B OJHOCTOPOHHEM TMOPSAKE yAepkaTh cymmy InTpada
IIPpH BBIITOJIHCHHUU OIUJIATHI IO JOTOBOPY.

3.1.

3.1.1.

3.1.2.

_00. e o o o

3.14.

3.15.

3.1.6.

3.1.7.

3.18.

3.1.9.

3.1.10.

OCHOBHBIE TPEBOBAHUS HH®OPMAIIMOHHOM BE3OITACHOCTH

TpeOoBaHMsl K yIIPABJIEHUIO YUeTHBIMH 3alIUCSMHU M0JIb30BaTe el

Kaxnplii monp30BaTesib JOHKEH MMETh OJMH YHUKAJIbHBIH WACHTH(PHUKATOP (JOTHH), KOTOPBIH
UCTOJb3YeTCsl UM JUIsl JOCTyna K MH(GOPMAllMOHHBIM aKTUBaM. Y4YeTHas 3alucCh I10JIb30BaTells,
co3naBaemast s paOOThl KOHTPAreHTOB, JOJDKHA HMMETh OTPAHWYCHHBIH CpPOK JEHCTBUS,
cornacyemsiii YUB.

[IpenocraBienne M0CTyma KOHTPAareHTOB K HMH(MOPMAIMOHHBIM akThBaM OOIIecTBa JOKHO
BBITNOJIHATHCS HA OCHOBAHMM 3aIpoca PyKOBOJIUTEI OpraHU3aluy I0CJIE COTTIaCOBAHMA 3ampoca
pykoBoactBoM YUB. B pganHoMm 3ampoce KOHTpareHT oOsi3aH InepefaTh CIEAYIOIINE CBEICHUS
0 pabOTHUKAX, JJI1 KOTOPBIX 3alpalinBaeTcs JOCTYII:

O.N.0,;

JOJKHOCTB;

aZipec JIEKTPOHHOM IOYTHI;

KOHTaKTHBIH HOMep Telie(oHa;

OIKCaHKE JOKHOCTHBIX 00s13aHHOCTEH / 000CHOBaHHE HEOOXOAUMOCTH JI0CTYTIA.

Heo0xoauMbiM yCItoBHEM UIS COTIIACOBAHMS JOCTyINa K MH(OpMAIMOHHBIM akTHBaM OOIecTBa
ABJIACTCSL NIPEIBAPUTEIIBHOE IOANMCAHUE KOHTpareHToM CorlanieHuss O Hepas[IallCHUU
KoHpuneHmanpHoi nHpopmanun (NDA) nmo ¢opme OOmiecTBa, a TakKe COTrIacue COONI0AThH
TpeboBaHus HacTosero PerinaMenTa 1 HECTH OTBETCTBEHHOCTD B CIIydae HapyIIEHUs MOJT0KEHUN
Pernamenra.

Pabota nomnb3oBareneil ¢ cucreMamu JIBC nomkHa MpOM3BOAUTHCS TOJIBKO C HCIIOJIb30BAaHHEM
JIOMEHHBIX YUYETHBIX 3anuceil. MckiroueHneM sIBIISIFOTCS] CEPBUCHI, T/I€ UCIIOJIb30BaHUE TOMEHHBIX
YYETHBIX 3alUCEH TEXHUYECKH HEBO3MOYKHO. 3alpeIlaeTcsl NCIOJIb30BaHUE JIOKAIbHBIX YUETHBIX
3amMcel Iosb30BaTeseil, 3a MCKIIOYEHHWEM CiIydaeB INpOBEACHHMs pabdoT MO HacTpouke
WIN yCTpaHEHUIO Hemonaiok B padote [10.

Kaxxaplii monb3oBarenb 0053aH OCYLIECTBIATH OCTYN K MH(OpMalMoHHBIM akTuBaM OO1iecTBa
TOJIBKO C UCIIOJIb30BAHMEM JIMYHOM yueTHOM 3anucu. [lepenada noctymna Kk cBoel y4eTHOM 3anucu
JPYTUM JIMI[AM CTPOTO 3alpelieHa.

B o6mem ciyyae UCHONb30BaHUE TNPaB JIOKAJIBHOIO aJMHHUCTPATOpa MpPEICTaBUTENIIMU
KOHTPareHTOB 3arpelieHo. [IpaBa JIOKagpHOrO agMUHUCTPATOpa MOTYT OBITh BbIJAaHbl YYETHOM
3aIMCH 110JIb30BATENs B ClIyyae HAIWYMSI TPOU3BOICTBEHHON HEOOXOJUMOCTH U TIO COTJIACOBAHUIO
¢ YUB.

Hcnonb30BaHue «roCTEBBIX» YUETHBIX 3anuceil (Y4eTHbIX 3anuceit 6e3 napois) ans pocryna k UT-
UH(QPaACTPYKType HE JOIMYCKaeTCsl.

Joctyn KO BceM pecypcaM M CepBUCaM IIPENOCTABISAETCS B COOTBETCTBUHM C IPHUHIIMIIOM
MUHAMAJIEHON HEOOXOIUMOCTH.

3anpemaercss  CaMOCTOSITEIbHOE  IOBBILIEHME NPUBWIETMH, a TakXe HHbIE METOJBI
HECaHKIMOHUPOBAHHOTO PACIIUPEHUS JOCTYTIOB YUETHOM 3aMKCH.

VY4eTHas 3anKch MOJIB30BATENS MOUIEKUT OTKIIIOUEHHIO B CIIEAYIOIINX CIIydasx:

HaJMuue Npu3HakoB nHUuAeHTa Ub, 3aTparnBaromux noiab3oBaTess;

0TCyTCTBHUE BX0JI0B B cepBHchl UT-un(pacTpykTypsl Ob1iecTBa 3a mociegHue 2 Mecsia;
YBEAOMJIEHHE KOHTPAareHTa O NPEeKpalieH!H JOCTyIa €ro MpeACTaBUTENIO;

3aBeplIeHue padoT Mo MPOEKTY, A1 KOTOPOTO BhIAABAJICS JOCTYII.

TpeOoBaHus K NapPOJIbHOM 3alIUTe



3.2.1. TlepBoHauanbHBIN MapoJib K yYETHOW 3amucH TeHepupyercs pabotHukamu YUT um mepemaercs
KoHTparenty no CMC, B 3alMIIEHHBIX MECCEHDKepax, TOJI0COBOW CBS3bI0 JHOO MpH JTHMYHOU
BCTpeue. 3ampeliaercs Inepenaya Haposied Mo AJIEKTPOHHOM IMOYTe WM 4Yepe3 TPeThbUX JIUIL.
[Tonp30Barenb 00s13aH CMEHUTH TIOTYYEHHBINA ApOJIb IIPU IIEPBOM BXO/I€ B CHCTEMY.



3.2.2.

3.2.3.
3.2.4.

3.2.5.

3.2.6.

3.2.7.

3.2.8.

3.2.9.

3.2.10.

3.2.11.

3.2.12.

3.3.

3.3.1.

[Taposib K y4eTHO# 3aMrcH MOJIH30BATENS JI0DKEH YIOBIETBOPATDH CIASAYIOIIMM TPEOOBAHHUSM
JUINHA He MeHee 12 CHMBOJIOB,

JIOJDKEH COJIEpKaTh 3arjaBHbIC M CTPOYHBIC OYKBBI, IIU(PHI, a TAK)KE CIEIUATbHBIE CUMBOJIBIL.
((@#SNN&*()-_+=~[1{}\:;""<>,.?2));

HE JIOJDKEH COBIAJaTh CO CIIOBAPHBIMU CIIOBaMH, a TaKKe COJEpPXKaTh JIMYHBIC JaHHBIC
MOJIB30BaTENSA, KOTOPBIE ObI TTO3BOJISUIA BBIYUCIUTH 3HAYCHUE TIAPOJIsi, HAIPUMED:

o @. 1. O., Homepa TeneoHOB, TaMATHBIE AATHI (JIHU POKICHUS U T. 11.);

o MOCJIEIOBATEILHO PACIIONOKEHHbBIE Ha KiaBUaType cUMBOJIBI («12345678», «QWERTY»,
UT. 1)

o obmenpunaTeie TepMuHBI U cokparieHus (K<USER», « TEST», «<KADMIN» u T. 11.);

[apoJib HE JOJDKEH COBIAJATh C MOCIEA0BATEIbHOCTSIMU CUMBOJIOB, UCIIOJIb30BAHHBIX B KAYECTBE
10 mpeaplIymux naposei mojib30BaTels K JOMEHHOW YUeTHOM 3alKCH;

[IapoJib K JIOMEHHOM YYETHOW 3allUCH HE JOJDKEH COBIIAJaTh C IAapOJIAMM, HCIIOJIb3YyEMBIMU
MOJIL30BATENIEM IS IOCTyIA K APYTUM cucTeMaM (Hampumep, aomarrauii MaTepHeT, 6ecraTHas
QJICKTPOHHAS 110YTa, POPYMBI U T. II.).

CwMmeHa naposieii JoHKHA MTPOU3BOIUTHCS HE peke oAHOro pasza B 90 nHei.

B cnyuae BBOma HempaBuwibHOro mapois 10 pa3 moxapsa ydeTHas 3aluch I0JIb30BaTeNs
OJIOKUPYETCS 10 paCCMOTPEHUS MPUYHH OJIOKUPOBKHU paboTHuKamu Y UB.

[Tonwp3oBarensaM 3ampemiaercs nepenada napojieid OT CBOMX YYETHBIX 3allUCEd TPEThUM JIMLAM
B KaKOM-JIH00 BUJE.

3ampernaercs XpaHUTh NapoJid (CepTH(PUKATHI, KIIFOYX JTOCTYIA U T. JI.) Ha OYMa)XHBIX HOCHTEIISIX
Y Ha DJIEKTPOHHBIX HOCUTEIIAX B OTKPBHITOM BUJE, T. €. 0€3 UCIOJIb30BAHUS CPEICTB MIU(POBAHMUS,
B YaCTHOCTH, 3aIlPEIICHO XpaHEHHE Mapoieil B TEKCTOBBIX (hailyiax U JOKyMEHTaX.

3amnperiaercs nepenaBath napoiu (cepTUUKAThI, KIIOYM JOCTyIa U T. /1.) B OTKPHITOM BHUJE, T. €.
0e3 HCIOJIb30BaHMsI CPEICTB MIM(POBAHUS, B YACTHOCTH, CTPOTO 3allpelieHa nepeaada naposei
B TEKCTE COOOIIEHUN 3JIEKTPOHHOM MOYTHI.

B cnyuae wucnonpzoBanus I[IO wunm  oOopynoBaHusi, KOTOpPOE IIOCTaBIIIETCS BMECTE
CO CTaHJAPTHBIMU TAPOJISIMU, 3aJaHHBIMU INPOU3BOAUTEIIEM, YIIOJIHOMOUYEHHBIE IPEICTaBUTEIN
KOHTpareHTa W3MEHSIOT TaKHWe IapoJId Ha CIy4alHO Cr€HEPUPOBAHHBIE U YJOBJIETBOPSIOLINE
TpeboBanusaM UMb, mocie yero coodmaroT napoib yHoIHOMOYEHHbIM paboTHukaM YUT.
Pexomenayercs XpaHuTh Maposiv B crienuanu3upoBanHoM 110 (MeHemkepax maposieit), Harpumep,
KeePass.

3anperniaercs HMCHOJB30BaTh NApoJM B aHKETHBIX ONpOCAax, HaMmeKaTb Ha (opMar mHapoJiew,
Ha3bIBaTh WX B MPUCYTCTBUHU IMOCTOPOHHUX JIMIl, OTBEYATh Ha IOOBIC 3aMpOChl B OTHOIICHUU
MapoJield, a TakkKe BBOJUTH MAPOJIA OT CIYKEOHBIX YUETHBIX 3alUCel Ha KaKUX-JTUOO CTOPOHHUX
pecypcax.

[Tonp30BarensM 3anpeniaeTcsl yCTaHaBIMBATh U UCIIOJIB30BAaTh OJIMHAKOBBIC MApOJIM JUIS TOCTyIa
K pa3au4HbIM WH(GOPMaIMOHHBIM akTHBaM OO0IIecTBa, 3a UCKIIOYEHUEM CITy4YaeB MCIOJIb30BAHUS
€MHOM (JIOMEHHOMN) Y4ETHOM 3aIUCH.

Jl11s cHUKEeHHsI pUCKOB BO3HUKHOBEHUS HHIMIeHTOB Vb mosbp3oBaTenu o0s3aHbI:

B Clly4yae IMOJO3PEHHS Ha TO, YTO IAPOJIb OT YYETHOM 3alMCU CTaJl U3BECTEH TPETHUM JIMLIAM,
He3aMeUINTEIbHOU TOMEHATh NapoJib U COOOIIUTH O BO3MOXHOM (hakTe KOMIPOMETAIIMH yUEeTHON
3anucu B YUDb, a Takke cBoeMy HENOCPEACTBEHHOMY PYKOBOJUTEINIO;

B Cllydae TMOJY4YeHHS OT KOro-mubo MpockObl COOOMIUTH Mapoib OT YYETHOW 3amucu
He3aMeUIUTEIHFHO COO0IMHUTh 0 cinyuuBiiemcs B Y UB;

He3aMeUIUTEIFHO MEHSThH MapoJib K CBOeH YUeTHOH 3amucu no Tpedoanuio Y Ub.

TpeOoBaHusl 0 HCIOJIb30BAHMI) TEXHOJIOTHIl YIAJEHHOI0 10CTYIa
VYaneHHblid TOCTYN MPEJOCTABISIETCS KOHTpPAareHTaM Ha OCHOBAaHMH 3ampoca PYKOBOJIHUTEIS

opraHu3anuvu I10CJIC COrJIaCOBAaHUA 3allpoCa PYKOBOACTBOM VYUb. 3ar1poc HOJDKCH COACPIKATH
000CHOBaHHE H€O6XOJII/IMOCTI/I YAAJICHHOI'O JOCTYIIa JJI KaXKA0TO IMOJIb30BATCIIA.
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3.3.2.

3.3.3.

3.3.4.

3.3.5.

3.3.6.

3.3.7.

3.3.8.

3.3.9.

3.4.

3.4.1.

3.4.2.

3.4.3.

3.5.

3.5.1.

3.5.2.

Bce ynanennbsie nmoakmroueHust k JIBC OOGmiecTBa JODKHBI OCYIIECTBISATHCS C UCMOJIB30BAHUEM
texHonorun VPN, nocrynseix mnporokonoB IPSec, L2TP over IPSec mnmm SSL. JlomxHa
oOecnieunBaTbesa JByX(akTopHas ayTeHTU(UKALMs IOJb30BaTeNlell NpU YAAJEHHOM JOCTyIE
k JIBC ¢ ucrnonb3oBaHueM 3allIUIIEHHBIX POTOKOJIOB aBTOPU3AIIUH.

VYaaneHHblid JIOCTYN MpPENOCTaBISETCS IMOJIb30BATEISIM B COOTBETCTBUU C  IPHUHIMIIOM
MUHUMATBHONH HEOOXOJUMOCTH.

[Ipn npemocTtaBneHUH YyNAJICHHOTO JOCTyHa JJis KaKIOro IOJIb30BaTeNsl WJIM TPYIIIBI
MoJIb30BaTeNIe JObKHA OBITh HACTPOEHA IOJIMTHKA Oe30MacHOCTH, ONpEeAessioias NepevyeHb
akTuBOB OO0111eCTBa, K KOTOPBIM IIPEIOCTABISAIOTCA JOCTYT, U MIpaBa JI0CTyMa.

Bce ycrpoiicTtBa, ucnosb3yemsle Uil yAAJEHHOIO JOCTyNa, JOJKHBI UMETh CPEACTBA 3alllUTHI,
BKJIIOYAIOIME AHTUBUPYCHBIE pEILICHUS, MEXCETEeBble OSKpaHbl, CHCTEMbl OOHApY>KEHUs
BTOP>KEHUH, a TAKXKE CPEIACTBA KOHTPOJIS IPUIIOKEHUN U YCTPOMCTB.

3anperniaercs nepenaBaTh yrnpapieHHe YAaIECHHbIM COSTUHEHUEM TPETHUM JIULIAM.

VY nanenHoe ynpaiieHHe padOYMMH CTaHLMAMU U cepBepamu, Haxoasmumucs B JIBC O6miectsa,
OCYIIECTBIISIETCS MPU MOMOIIH MPoToKoia RDP 1 cooTBETCTBYIONINX YTUIIUT, BXOASIIUX B COCTaB
orepaunoHHoi cucremMbl Microsoft Windows. [l Unix-mogoOHBIX CHUCTEM 00s3aTENBHO
ucrnoinb3oBaHue npotokoia SSH ¢ aBropuzanueii mo ceprudukary.

Crporo 3ampemiaercsi HCIOJIb30BAHUE CTOPOHHUX YTUJIUT YAAJIEHHOIO aJMHUHUCTPUPOBAHUS
(RAT), takux kak TeamViewer, RemoteUtilities, RMS, RAdmin, AmmyyAdmin u T. 1.
WckmoueHnem sBISIOTCA —Cllydad, KOTJa HCIOJb30BaHHWE TaKUX YTWIHT COIJIACOBaHO
pykoBoactsoM YUb.

IIpu ynanenHoMm ympaBieHuM cuctemamu, Bxomsamumu B JIBC OO6mectBa, 3amnpenieHo
KOIMUpoBaHKe H(GOpMaIIMU Ha TUYHBIE YCTPONUCTBA.

TpeodoBanusi 1o pu3nvecKoii 6€30MaACHOCTH OMeleHn 00padoTkn uHGoOpMaAUH

B ciyyae HeoOxoIuMOCTH MONTy4eHHUs AOCTYyIa B MOMeIIeHHs] 00paboTku nHpopMaluu (LIEHTPHI
00pabOTKHU JaHHBIX, KPOCCOBBIE U T. I1.) IPEICTABUTEIISIM KOHTPAreHTa pyKOBOAUTEh OpraHU3aIUH
JIOJKEH 3apaHee (He MeHee 4eM 3a 3 pabouux JHs 0 MIaHUpyeMOoH JaThl Hayana paboT) HampaBUTh
B OOI11ECTBO MUCHEMO, B KOTOPOM yKa3aTh:

MepeveHb MOMEIIEHU, B KOTOPbIE HEOOXOAMM JIOCTYTI, a TAK)KE COCTaB MIPOBOIUMBIX padoT;

JIaTy ¥ BpeMsl Hayana padoT, a TaKkkKe UX MPOJAO0KUTEIHHOCTH;

CIIUCOK JHII, KOTOpbIM TpeOyercs poctyn B mnomemieHus: O.M.O., macnmopTHble TaHHBIE,
JOJIKHOCTH, aJIpeca AJIEKTPOHHON NOYThl U KOHTAKTHBIE HOMEpa TeJIe(POHOB;

CIMCOK TEXHUKH, BHOCMMOM Ha Ttepputoputo OOmecTBa: Mapka, MOJENb, CEPUNHBIN
Y UHBEHTAPHBII HOMeED.

Hoctyn B nomernieHus: o0paboTku nHGOpMAIMU TO0JDKEH OBITh COTJIacOBaH pyKoBojcTBOM YUbB
U OCYIIECTBISATHCS B COMPOBOXKACHUN COTPYTHUKOB CITYKOBbI OXpaHBI.

Hcnonp3oBanue ¢oro-, BUAEO-, ayAHO- MU WHOM 3amuchiBarollell TeXHUKU (Hampumep, (oTo-,
BUJICOKaMep, BCTPOEHHBIX B MOOWIIBHBIE TeleOHBI) MpuU paboTe B MOMEHICHHSIX 00pabOoTKH
uH(popmanuu 6e3 pazpemenus YWD 3anpereno.

TpeooBanus no ucnojib3oBannw UT-undppacrpykrypsl Od0mecrsa

[Ipu pabote c cerpto MHTepHer u3 cereil OOmiecTBa KOHTpareHTaM 3alpelieH0 CKauuBaTh
U yCTaHaBJIMBaTh IMpPOTrpaMMHOE o0ecrieueHne Ha pabouue craHuuu U cepBepbl OOiecTBa
6e3 cornacoBanus ¢ YUB.

[Tpu pabote c ceTbio MIHTEpHET € HcIoyib30BaHUEM akTHBOB O0IIeCTBa KOHTpAareHTaM 3anpenieHo
HoceIaTh BeO-pecypchl, He UMEIOIe HEMOCPEICTBEHHOr0 OTHOILIEHHS K pabdore. [lesTensHOCTh
KOHTpPAarcHTOB IIpU pa60Te B CCTH I/IHTepHeT MOXET KOHTPOJIUPOBATHCA, MPOTOKOJINPOBATHCA
U MIEPUOJMYECKH MPOBEPATHCS  YMOJIHOMOYEHHbIMH paboTHukamu YUWbB. Hcnonb3oBanue
MHPOPMAMOHHBIX pecypcoB OOmiecTBa KOHTPAareHTOM O3HAYaeT COTJIACHE C TEeM, YTO 3a €ro
NeSITeIbHOCTBIO OCYIIECTBISIETCS KOHTPOJIb.
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3.5.3.

3.5.4.

3.5.5.

3.5.6.

3.5.7.

3.5.8.

3.5.9.

3.5.10.

3.5.11.

3.6.

3.6.1.

3.6.2.

3.6.3.

3.6.4.

3.6.5.

3.6.6.

[Tpu pabote c ceThio MIHTEpHET ¢ MCIOMB30BaHHEeM aKTUBOB OOIIECTBa KOHTpAreHTaM 3aIrperieHo
HepechUIaTh /UM pa3MelaTh Ha BHEITHUX pecypcax (IyOaudHbIX GaiioBbIX cepBepax, hopymax
U T. 1.) KoHpuaeHnuanbHyo uHopmanuio OOmiecTBa, B YaCTHOCTH, CBEJICHUS, COCTABISIONINE
KOMMEPUYECKYIO TaiiHy, IEPCOHAJbHBIC TaHHbIC, XpaHUMBbIE 1 oOpabarsiBaembie B JIBC, a Takxke
KOHTaKTHBIE JaHHBIE paboTHUKOB OO0I1ecTBa.

ITpu pabote c ceTpto MHTEpHET KOHTpareHTam 3alpelieHo HMCIOIb30BaHUE COLIMAIbHBIX CETEH,
CUCTEM MTHOBEHHOT'0 0OMEHa COOOIICHUSIMU (MECCEHXKEPOB) U APYTUX CPEICTB KOMMYHHKAIINH,
IIPUMEHEHHE KOTOPBIX HE coryiacoBaHo ¢ YUD.

IIpu pabore ¢ UT-undpactpykrypoit OOmiecTBa KOHTpareHTaMm 3ampenieHo HCIO0JIb30BaHUE
BBIYUCIUTENBHBIX pecypcoB OOmiecTBa B IENAX IMONYYEHHUS JIMYHOH MaTepUanbHON BBITOMBI,
HaIlpuMep, OCYIIECTBIEHHE TOPTOBBIX Ollepaluii, MAHHUHTa KPUITOBAIIOT U T. [I.

JlonyckaeTcsi HCIIOJIb30BaHUE TOJBKO MOJAKIIIOUEHUS K ceTh VIHTepHET, KOTOpOE MPEeAOCTaBIsAETCs
corpyanukamu  YUT. 3ampemiaercss UCHOJIb30BaHWE CTOPOHHHUX IPOrpaMMHO-anIapaTHbIX
pELIeHUH I JOCTYIa K BHEIIHUM ceTsiM, Hanpumep, 3G-monemoB, LTE-monemoB u T. 1.
KonTtparenram 3ampemiaercst camocrositenbHo (06e3 cormacoBanuss ¢ YUT u YUDB) BHOCHTH
U3MEHEHHUSI B CETEBbIE HACTPOMKU cepBepoB M pabOuMX CTaHLMM, B YAaCTHOCTH, U3MEHATH
HacTpoiiku [P-anpecoB u MapuipyTH3anuu ceTeBoro Tpaduka.

[Ipu pabore c¢ WT-urdpactpykrypoit OOmecTBa KOHTpareHTaM 3alpeniaeTcsi pa3MemaTh
U TiepeiaBaTh yTPOKAIOIIYI0, KJIEBETHUYECKYIO, HEIPUCTOWHYIO HMH(OPMALIHIO, a TaKkKe JI0YI0
UHYI0 HMH(OpMAIMIO, HApYHIAIOUIYI0 HOPMBI JICHCTBYIOLIETO 3aKOHOAATENbCTBA Poccuiickoit
Oenepanuu. Takke 3ampemniaercs IMOCEMIaTh BeEO-pecypehl, COJEpKAIUME YyKa3aHHbBIE THIIbI
uH(pOopMaLIUH.

[Tpu nepenaue KoHPUACHIUATHLHON HH(POPMAILIUU (KOMMEPUYECKON TaliHBI, IEPCOHAIBHBIX JaHHBIX
U T. JI.) 4epe3 COOOIIEHH SJICKTPOHHOM MTOYTHI KOHTPAareHTaM He00X0IMMO HCITOIIB30BaTh CPENICTBA
muGpoBaHUsL.

3anperiaercs nepeaaya MOYTOBBIX BIOXKEHUH, SBISIOUIMXCA MCIONHIEMBIMH (aiiiamu, a TaKkxke
apXHMBOB, COJICPKAIINX UCTIONHIEMBIE (aiiibl. B wacTHOCTH, pedb UAET 0 (aiiinax ¢ pacIupeHUsIMH
.exe, .dll, .sys, .scr, .pif, .js, .cmd, .bat, .psl u T. 1.

3anpemniaercss yCTaHOBKA YCTapeBIIUX BEPCHl TPOrpaMMHOTO 0OeCleueHus, B OCOOCHHOCTH
Bepcuil 110, CHATBIX ¢ MOANEPKKH IPOU3BOJUTENIEM, B TOM YHUCIIE OINEPALlMOHHBIX CHUCTEM.
HckmroueHne COCTaBISIIOT Cllydad, KOrja ycTaHoBKa omnpenenéHHod Bepcuu [IO BbI3BaHa
MIPOM3BOJICTBEHHON HEOOXOIUMOCTHIO U cornacoBana YUD.

TpeGoBaHus M0 MCMOIB30BAHUIO ChbEMHBIX HOCHTEJIeH U MOPTATHBHBIX YCTPOHCTB

Hcnonb30BaHne KOHTpareHTaMH ChEMHBIX HOCUTENEeW HMH(GOpMaluu, TaKMX Kak (QIIdII-KapThl,
ChEMHBIE M BHEIIHHE XeCTKue AUcKu, KapThl mamsatu (SD, CF, MemoryStick u ap.), CD/DVD-
R/W, MarHuToOnTHYECKMX AMCKOB, MOJKIOYAEMbIX BHEIIHUX YCTPOMCTB (HOYTOyKOB, PDA,
cMapTdoHOB) u ap. npu padore ¢ UT-undpactpykrypoit OOmiecTBa JOIKHO OBITH COIJIaCOBAHO
¢ YUB.

3ampemiaercss  KONMUpOBaHME KOH(PUIEHIMATbHOM HMHPOpManuu (KOMMEpUYECKOW TaWHBI,
MEePCOHANBHBIX JAHHBIX U T. 1.) OO1IecTBa Ha CheMHbIE HOCUTENH, TPUHAIEKAIINE KOHTPAreHTy.
Bce HocuTenu uHpopManuu U TOPTaTUBHBIE YCTPOHCTBA, BHOCUMbIE KOHTPAareHTaMH Ha OOBEKTHI
OO1iecTBa, 10JKHBI OBITH YUTEHBI B ClIEIMAIbHON KHUTE YUeTa, a UX BHOC OPraHU30BaH COTJIACHO
npolieype, ONKMCaHHOM B pazaene 3.4.

Bce nocutenu nndopmaiuu 1 HHBIC SJIEKTPOHHBIE YCTPOMCTBA, MoAKIouaeMbie K JIBC, 10mKHBI
OBITH MPOCKaHNPOBaHbI aHTUBUPYCHBIM [10 Ha mpeamer Hanmuuus BpegonocHoro I10.

Bce nopratuBHbIE yCTpOCTBa, BHOCUMbIE KOHTpAareHTaMu Ha 00beKThl O0111ecTBa, JOKHBI UMETh
ycraHoBlieHHOe aHTHBHUpYCcHOE [1O ¢ akTyanbHBIMU BEpCUSMH aHTUBHUPYCHBIX 0633 U TPOrpaMMHBIX
MOTyJIEH.

Ha Bce mopTaTtuBHBIE YCTpOWCTBA, BHOCUMBIE KOHTpareHTaMu Ha 00bekThl OOIiecTBa, JOIKHBI
OBITh YCTAaHOBJIEHBI OOHOBJIEHHS 0€30MaCHOCTH ONEPAIIMOHHBIX CUCTEM U mpuKiagHoro I10.
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3.7.

3.7.1.

3.7.2.

3.7.3.

3.7.4.

3.7.5.

3.7.6.

3.7.7.

3.7.8.

3.8.

3.8.1.

3.8.2.

3.8.3.

3.8.4.

TpeOoBaHMs 0 KCNOJIB30BAHUIO 00JIAYHBIX CEPBUCOB

Jns obmena wuHpopmamnmeirr Mexay KoHTpareHTamu W OOIIECTBOM MOTYT HUCHOJIB30BaTHCS
obmaynbie cepBUChl, Takue Kak XpaHwiauiie NextCloud m mmardpopma Microsoft Project.
[TpencraBuTeNsIM KOHTpAareHTa MOTYT OBITh CO3/IaHbI JIOKAJIbHBIC YYETHBIC 3alFICH B CEPBHUCE
NextCloud u mpegocraBieH JOCTyn K TUPEKTOPHSAM paboTHHKOB OOIecTBa MO COTIACOBAHUIO
¢ BajenbleM qupexkropuu u Y Ub.

Jns opraHuzanuu JAOCTyNa KOHTpareHTa K oOJauHOMY CEpBUCY paOOTHUK MOApa3eiIeHHUs-
Kyparopa JODKeH chopMUpOBaTh 3asBKy B cucremy Service Desk ¢ ykazanumem crieayromux
JAHHBIX MPEICTABUTENS KOHTPAreHTa:

®.1.0;

JOJIKHOCTB;

aZipec PJIEKTPOHHOMN MOYTHI;

KOHTaKTHBIM HOMep TenedoHa;

CIIUCOK MAarnoK (AUPEKTOPUI) MM IPOEKTOB, K KOTOPBHIM HEOOXOAUM JTOCTYII;

TpeOyeMblil ypOBEHb MpaB AOCTYMA (TOJIBKO YTEHUE / YTEHUE U 3aIHCh);

OTIHCaHKE JODKHOCTHBIX 00s13aHHOCTEH / 000CHOBaHHE HEOOXOIMMOCTH JIOCTYTIA.

OO0s3aTeNnbHBIM  YCIIOBUEM JUISL COTJIACOBAHUSI JIOCTynma K OOJa4HOMY CEpBUCY SIBISIETCS
MIPEIBAPUTEILHOC TIOIITUCAHIE KOHTPATCHTOM COTJIAIICHUS O HEPa3TIalleHUH KOH(DHUICHITHATEHON
unpopmanuu (NDA) o hopme OO1iecTBa, a TakKe coriaacue coOaroaaTh TpeOOBaHMs HACTOAIIETO
PermamMeHTa M HECTH OTBETCTBEHHOCTh B Cllydyae HapylieHHsS (HEHUCIIOJHEHHS) IOJOKEHUH
Pernmamenra.

[Tpu pabote ¢ 00IaYHBIME CEPBUCAMU 3aIIPENIACTCsl Pa3MELICHHE BPEIOHOCHOTO U TIOTEHIIMAIBHO
omacHoro [10 u UHBIX MaTepuanoB, HapYLIAIOMINX JEHCTBYIOIIEE 3aKOHOAATeNLCTBO Poccuiickoi
®denepauuu.

[Ipu pabGote ¢ OONAYHBIMH CEpPBUCAMHU 3alpPELIAeTCs pa3MEIICHHE MEPCOHANbHBIX JTaHHBIX
(bU3HYECKUX JIUII, a TAK)KEe MAaTEPHAJIOB, COACPKAITUX KOMMEPUECKYIO TailHy.

3amnperniaercs UCIIONIb30BaHKE 00TaUYHbBIX CEPBUCOB IJIs Mepeaun MaTepHalioB JMUYHOTO XapaKkTepa,
¢doTo-, BUIC0- WK HHOHM HH(OpPMAIIHH, HE OTHOCSIIEHCS K AesTensHocTr O0IIecTna.

B 1ensix 5KOHOMHUHM TUCKOBOTO MPOCTPAHCTBA MOJIB30BATENH MPOBOJAT MEPeCMOTp UH(OpMAIIUH,
HAXOJAIICHCSs B WCIOJB3YEMbIX HMH JHPEKTOPUAX OOJAYHOTO XPAHWIIUINA, W YIAISIOT
WH(}OPMAIIHIO, TTOTEPSBIIYIO CBOIO aKTYAJILHOCTh U YTPATUBIIYIO CBOIO IICHHOCTH IS BHITTOJTHEHHUSI
cIry>)keOHBIX 3aad. [lepecMOTp TOIKEH TPOBOIUTHCS HE PEXE YeM OJIMH pa3 B TO/I.
[IpencraBuTensM KOHTpareHTa 3allpelaeTcs nepeaaBarh (Gaiibl, MONy4YeHHbIe Yepe3 oOIadHbIe
CEPBWCHI, JIUI]aM, HE UMEIOIINM JIOCTyIa K COOTBETCTBYIOIICH TUPEKTOPHH M TPOCKTY. Takxke
3ampeniaercs nepeaavya ayTeHTU(PUKAIMOHHBIX JAHHBIX K 00JIaYHOMY CEpBUCY TPETHUM JIUIAM.

B ciydae u3sMeHeHUs JOKHOCTHBIX 00S3aHHOCTEH WITM YBOJBHEHUS TIPEJCTABUTENST KOHTpAreHTa
ero yu€THasl 3aIiCh B 00JIaYHOM CEPBHCE HE3aMEeTUTENFHO OJIOKUPYETCS.

Tpe6oBanus mo 3amKTEe OT BPEIOHOCHOTO MPOrPAaMMHOI0 00ecredeHust

Bce cepBepbl n paboune CTaHLMM KOHTPAreHTa, ¢ KOTOPBIX ocymiecTBisercss goctyn k UT-
uHppactpykrype OOmiecTBa, IpOU3BOIUTCS XpaHeHue u oOpaboTka naHHbIXx OOIIecTBa, a Takke
UHBIE CHCTEMBI, 33JeWCTBOBAHHBIC JI BBINOJHEHHUS pabOT MO JOTOBOPHBIM 00s3aTeabCTBaM
¢ O61ecTBOM, JOIKHBI OBITH OCHAIIEHB! aHTUBUPYCHBIM [10.

JlonmyckaeTcst MCMOJIb30BAaHUE TOJBKO JIMIEH3UOHHBIX AHTHUBUPYCHBIX CPEICTB, JIETUTUMHO
3aKYIUICHHBIX Y TIOCTABIIMKOB TaKUX MTPOrPAMMHBIX U MIPOTPaMMHO-AIITAPATHBIX KOMITJIEKCOB.
Antusupycnoe I10, ucnonb3yemoe KOHTPareHTOM, JOJDKHO BCETJa UMETh aKTyajbHbIE BEPCUU
AHTUBHUPYCHBIX 0a3 M TPOTPaMMHBIX MOIYJEH. YCTaHOBIIEHHBIC 3alIUTHBIC PEIICHUS IOJDKHBI
NoJIy4yaTh OOHOBIICHHSI U3 JOCTOBEPHBIX UCTOUHUKOB HE PEXe TPEX pa3 B JICHb.

3ampemnaercss YaCTUYHOE WIIM TIOJTHOE OTKIIoUeHune aHTHBHpYycHOro [1O (BRIKIIIOUSHHE MOIYJICH,
OTKJIIOYEHHUE 3alIHUTHI, 3aBepIlIeHne padoThl MPOrpaMMBbl U T. 1.). Takxke 3amperiaercss n3MeHeHHe
KoHQurypanuu aHtuBupycHoro IIO, mpuBozsmiee K CHI)KEHUIO YPOBHSA oOecredeHus
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3.8.5.

3.8.6.

3.9.

3.9.1.

3.9.2.

3.9.3.

3.9.4.

3.10.

3.10.1.

3.10.2.

3.10.3.

3.10.4.

3.10.5.

3.10.6.

nHpopMannoHHO Oe3omacHocTH. HacTpoWKu aHTUBUPYCHBIX PEMICHUN JOJDKHBI BKIIOYATh
HBPUCTHYECKUE U CHUTHATYpHBIE METO/bl OOHApY)KEHHUs, aBTOMAaTHYECKOE JICUCHHE 3apa)KeHHBIX
00BEKTOB, IPOTOKOJIMPOBAHUE COOBITUH.

He pexe oaHoro pasa B HeJEN0 JOJDKHO NMPOU3BOAUTHCS aBTOMATU3UPOBAHHOE aHTUBUPYCHOE
CKaHMPOBAHUE BCEX CEPBEPOB U PaOOUYMX CTAHIMI KOHTpAreHTa.

IIpu oOnapyxenun BpenoHocHoro IIO wnm apyrux npusHakoB uHumzaeHta Wb Ha cucremax,
ucnoib3yeMslx B padore ¢ JIBC OOGmecTBa, a Takke XpaHsIUMX U 00paOaThIBAIOLIMX JaHHbIE
OOmiecTBa, KOHTPAreHT 00s3aH:

npourdopmuposats YUB;

HPEKPATUTh UCIIOIb30BAHHE 3aPAXKEHHOM CUCTEMbI (OTKITIOUYUTH KOMITBIOTED OT CETH);
npOorH()OPMUPOBATH HEMTOCPEICTBEHHOTO PYKOBOIUTEIIS.

TpeGoBanus Kk BbINOJTHEHNIO padoT Ha ceTeBoii HHppacTpykType O0IecTBa

Coznlanue HOBBIX CETEBBIX COCAMHEHUN (MOAKIIOUEHUN) MEXIy CErMEHTaMH CETH M yCTaHOBKA
ceTeBoro obopynoBanus 6e3 cornacoanus ¢ YU 3anpeniera. MeTobl CETEBOT0 B3aUMOCHCTBHS
C BHEIIHUMHU CETSIMH JIOJDKHBI OBITH coryiacoBaHbl ¢ YUb U oTpa)keHbl B MPOEKTHOM, a TaKkKe
B paOoueil JOKyMEHTaI1H.

Bce TenekoMMmyHUKalMOHHOE 000pyAOBaHKE JOHKHO HAXOAMTHCS B BBIJCICHHBIX 3alllUIIAEMbIX
MOMCIIECHUSX WM TCIICKOMMYHHKAIMOHHBIX MKadax, o0OpYyIOBaHHBIX B COOTBETCTBUH
¢ TpeboBaHuAMH TI0 ¢u3nUecKoil Oe3zomacHOCTH. Bce Hewucronb3yeMble MHTEp(delicHbIE MOPTHI
KOMMYHHKAITHOHHOTO 000PYIOBaHUS JIOJDKHBI OBITH OTKJTFOUCHBI.

Bce kabenn kabenbHON CHCTEMBI JIODKHBI OBITh TPOJIOKEHBI B KOpoOax, (aibIImoiax/moTOIKax
WJIM UHBIM CITIOCOOOM, MCKITIOUYAIONINM MX BBIBOJ HApyKy. Bce KOMMyTaIllMOHHBIE TAHEITTU JTOJDKHBI
OBITh PACIOJOXKEHBl B KOHTPOJUPYEMBIX 3alllMIIAeMbIX TMOMEUICHUSIX WU 3alupacMbIX
¥ OIJIOMOMPOBAHHBIX ITKa(ax.

Ha xoMMyTalMOHHBIX MaHENsAX AO0JDKHA HAXOAWTHhCS MapKUpOBKa Kalenel B COOTBETCTBHUH
C TEKyHIell TaOnuIel MOAKIIOUEHUH M COeAMHEHHH. TeleKOMMYHUKAIIMOHHOE O00O0pyAOBaHHE
JOJKHO OBITH MPOMAPKUPOBAHO (HAMpPUMeEp, HaKJIeHKaMH Ha MepeHel MaHeln) TakuM o0pa3om,
YTOOBI €r0 MOKHO OBLTO OJHO3HAYHO HJICHTH(PUIIMPOBATE, HAIPUMED, TI0 MHBEHTAPHOMY HOMEDY.

TpedoBanusi kK 00padoTKe MEPCOHATBHBIX TAHHBIX

Ilepenaua (mocTym) mNEpPCOHATBHBIX JAaHHBIX OCYIIECTBISETCS B MOpPsAKE, YCTaHOBJIEHHOM
BHYTPEHHUMH JoKymMeHTaMu OOIIecTBa, B COOTBETCTBUHU C JECUCTBYIOUIUM 3aKOHOAATEIbCTBOM,
periIaMeHTHPYIOIUM 00paboTKy MepCOHATBHBIX JAHHBIX.

HocTtyn Kk cucremMaM, coJepsKaliiM MepCOHaIbHbIE JaHHbIE, MPEJOCTaBISAETCS 10 COTIACOBAaHUIO
¢ paOOTHHUKOM, OTBETCTBEHHBIM 3a JaHHYI0 cuctemy, 1 YUbB. 3anpoc nocrymna ocyiecTBisercs
myTéM HalpaBiIeHUs 3asBKM uepe3 cucreMmy Service Desk mmm cmyxe6HoM 3ammcku B COJI
DIRECTUM or paboTtHuka O0611ecTBa, OTBETCTBEHHOI'O 3a B3aUMOEHCTBUE C KOHTPAreHTOM.
Hoctyn K cuctemam, cojep allliM IepCcOHalbHbIe JaHHbIE, IPEIOCTABISETCS B COOTBETCTBUU
C IPUHLUIIOM MHMHUMAIBHBIX MPUBHICTUH (OTCYTCTBHEM H30BITOYHOCTH TpaB JOCTYIIA)
IIpY HAJIMYUM MOTHBHUPOBAHHOTO 0O0OcHOBaHUs. OOOCHOBaHME [IOCTyIAa JIOJDKHO BKIIIOYATh
OINMCaHNE NIOCTABIECHHON 3aJ]auH, €€ PEryJSIPHOCTb, a TAKXKE MPECIIEyEMbIE LIEIIH.

3anpeniaercs KONUPOBaHWE HM30BITOYHBIX JUUISl PEIICHHs BBIMOJIHSIEMON 3a7aud MEepCOHATbHBIX
JAHHBIX B JIOKAJIbHBIE XPaHWINIIA (HOCUTEN UH(OPMAIIIH).

[locne oxoHuaHusi paboOTBl CO CKONUPOBAHHBIMH IEPCOHAJIBHBIMU  JaHHBIMU  (JIMOO
[P IPUOCTAHOBKE pabOThl HA JJIUTEIbHBIA CPOK) CKOIMMPOBAHHBIC JaHHBIE IOJKHBI OBITh
yAaJieHbl U3 JJOKAJIbHOTO XpaHWIUIIA.

3ampemnaercss XpaHeHHEe W 00pabOTKa MEPCOHANBHBIX JAHHBIX M3 cucTeM, Bxomsdmux B UT-
nHppacTpykTypy OOI1IECTBa, HA CHCTEMBI, HEe TpuHaAIexarre OOIIeCTBy, B TOM YUCIIE HA TUIHBIC
HOcUTeNU UH(OpMAIMK M 00JauHble CEPBUCHI, 32 UCKIIIOUCHHEM Clly4yaeB, corjlacoBaHHbix YD,
KOT'/Ia TaKH€ CEePBUCHI COOTBETCTBYIOT TPEOOBAHUIM 3aKOHOJATENILCTBA.
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3.10.7. 3anmpemaeTcss UMIIOPT MEPCOHATLHBIX JAHHBIX B APyTHE cUCTEMBI 0e3 cornacoBanus Y Ub, a Taxke
BIIQ/ICTIBIA AKTUBA, B KOTOPOM XPAHATCS M 00padaThiBalOTCS JaHHBIC HA TEKYIIH MOMEHT.

3.10.8. 3anpemniaercs 310ynoTpeOIsTH BO3MOKHOCTBIO JOCTYTIA K IEPCOHAIBHBIM JAHHBIM U UCIIOJIb30BATh
WX B JIMYHBIX LEsX. B cirydae oOpaiieHus TpeThUX JIUI C MPOCh0aMU O JOCTYTIE K MEPCOHATBHBIM
JTaHHBIM HeoOxouMo ipouHdopmupoBats YUB.
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[Tpunoxenue

Kk Pernamenry ncnonp3oBaHus
UH(OPMAIIMOHHBIX PECYPCOB
000 «PMK-Apena»

OroBopka st BKiodeHus B joroopsl OO0 «PMK-Apenan':
Ucnonuurtens? 00g3aH BBIIOTHATh TpeOOBaHHs PernamMenTa MCIONB30BaHHS MH(POPMAIMOHHBIX
pecypcos OO0 «PMK-Apena» (nanee — PeriamenT), pa3MelieHHOro Ha o(HINAIBHOM caiiTe 3aKa3umka’;
https://RMK-Arena.ru. CTOpoHbI pyKOBOJCTBYIOTCS peAakuueil PermamenTa, NeliCTBYIOIIEH HA MOMEHT
3aKmouenns JJoropopa / JOMOTHATENBHOTO cornaneHus k Jlorosopy™.

[ToanuceiBas HacTOSILIUI 10TOBOP (corinamieHue), McrnoiHnuTenb NoATBEPKIAET, YTO 03HAKOMUJICS C
TekcToM PeriameHTta MOJNHOCTHIO, MPUHMMAeT Ha ce0s 00s3aTeNnbCcTBa, KOTOPBIE OTHOCATCS K
00s13aTeNbCTBAM KOHTpAreHTa B cOOTBeTcTBHU ¢ Pernmamentom. Taxoke MconHUATENb TOATBEPIKIALT, YTO
COrJIaceH C YCJIOBUSMH 00 OTBETCTBEHHOCTH, IPEAYCMOTPEHHBIMU PeriamMeHToM, cuMTaeTr uX
COpa3MepHBIMU U HE HApYILIAIOUIMMHU €ro [paBa U 3aKOHHbIE HHTEPECHI.

B cnyuae napymenus Vcnonnurtenem o0si3aHHOCTEH, MpeaycMOTpeHHbIX Pernamentom, 3akazuuk
BIIpaBe NPUMEHUTH K VICIOJTHUTENIO0 OTBETCTBEHHOCTh, YCTAaHOBIIEHHYIO Pernamenrom.

! Hacrosimas oroBopka o6si3aTeNbHa [T BKIIIOYEHHsS BO BCE JOTOBOPBI, a TAKKE B COIVIANIEHHS O KOH(HIEHIMATLHOCTH,
CTOPOHOU KOTOpPBIX siBIsieTcs:i OOIIECTBO ¢ OTpaHWYEHHOW OTBETCTBEHHOCThIO «PMK-Apena». JloroBopsl, coriamieHwus,
3aKIIIOYCHHBIC JI0 Havaia JeicTBUs PermaMenTa, MODKHBI OBITH JOTIOJTHEHBI YKa3aHHON OrOBOPKOI IMMOCPEACTBOM 3aKITFOUCHHUS
OTJIENIFHOTO JOTIOJTHUATEILHOTO COTJIAIIICHUS WM MPH 0(pOPMIICHHU 0YePETHOTO JOTIOTHATEIFHOTO COTJIAIICHUS K IOTOBOPY.

2 HauMeHOBaHHE KOHTPAreHTa IPUBOJAMTCS TaK, KAK YKa3aHO B JOTOBOPE (MCIIOIHUTEND, IOAPAIIUK, IOCTABIIMK U T. I.).

3 HanmenoBanne OOImecTBa IPUBOAUTCA TaK, KAK YKa3aHO B JOTOBOPE (3aKa34HK, MOKYNATEb U T. 1.).

4 Cnenyer ykaszaTtb JIOroBOp MIIM JONOJHUTENBHOE COINIALIEHHE K J[OrOBOPY B 3aBHCHMMOCTH OT TOTO, B KAKOW NOKYMEHT
BKJIFOUEHA OTOBOPKA.
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JIMCT perucTpauvy u3MeHeHHu i

Homep
H3MeEeHEHUs

Homep
pasaeJa

Homep
CTPaHULbI

JlaTa BBeneHust
H3MEHEeHHUS

IMoanucey
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